CFTC Enforcement Overview: 


The Commission, through its Division of Enforcement, investigates violations of the 
Commodity Exchange Act (CEA) and the CFTC Regulations. Violations can be certain 
actions or behavior in connection with futures, options, and swaps and in 
connection for a contract of sale of any commodity in interstate commerce. In 
general, violations of the CEA include, among other things: 


@ Fraud (for example, fraudulent solicitation, misappropriation of customer 
funds, issuing false customer account statements, mishandling customer 
funds, Ponzi schemes, affinity schemes) 

@ Market manipulation, including attempted market manipulation and 
disruptive trading practices (for example, fictitious and non-competitive 
transactions, illicit trading strategies designed to manipulate or attempt to 
manipulate prices, and spoofing, which is defined as entering an order with 
the intent to cancel it before it is consummated in a complete transaction) 

@ Trade practice violations (for example, wash sales, fictitious sales, 
noncompetitive transactions, violation of position limits, noncompetitive 
exchange of futures for physical transactions opposite each other, 
unauthorized swap transactions, inadequate oversight of traders, 
undercapitalization, improper controls and supervision, improper handling 
and/or segregation of customer funds, failing to comply with applicable 
record-keeping and audit trail rules, and creating after the fact trading 
records containing fictitious information that were submitted for clearing) 

@ The CFTC, along with the Securities and Exchange Commission (SEC), 
enforces laws related to insider trading in the commodities markets. The 
CFTC investigates and takes legal action against individuals or entities 
engaged in illegal trading practices, including insider trading. 
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The Division of Enforcement investigates and prosecutes alleged violations of the 
Commodity Exchange Act (CEA or Act) and Commission regulations. For example, 
the Division brings enforcement actions against: individuals and firms registered 
with the Commission; those who violate these laws in connection with their trading 
commodity futures and options on designated domestic exchanges; those who 
improperly market futures and options contracts to retail investors or perpetrate 
Ponzi schemes; those who use manipulative or deceptive schemes in connection 
with commodities, futures or swaps; and those who engage in disruptive trading 
practices. The Division undertakes these activities under the management and 
direction of the Office of the Director. 


The Division bases investigations on information it develops independently, as well 
as information provided by other Commission Divisions, industry self-regulatory 
associations, state, federal, and international authorities, and members of the 
public. At the conclusion of an investigation, the Division may recommend that the 
Commission initiate administrative proceedings or seek injunctive and ancillary 
relief on behalf of the Commission in United States District Courts around the 
country. Administrative sanctions may include orders imposing civil monetary 
penalties, suspending, denying, revoking or restricting registration and exchange 
trading privileges, and orders of restitution. The Commission also may obtain 
temporary restraining orders and preliminary and permanent injunctions in Federal 
court to halt ongoing violations. Other relief may include appointment of a receiver, 
a freeze of assets, restitution, and disgorgement of unlawfully acquired benefits. 
The CEA also provides that the Commission may obtain certain temporary relief on 
an ex parte basis (that is, without notice to the other party). When those enjoined 
violate court orders, the Division may seek to have the offenders held in contempt. 


When the Division obtains evidence that criminal violations of the CEA have 
occurred, it may refer the matter to the Department of Justice for prosecution. 
Criminal activity involving commodity-related instruments can result in prosecution 
for criminal violations of the CEA and for violations of other federal criminal 
statutes, including commodities fraud, mail fraud, wire fraud and conspiracy. 


About Division of Enforcement 


Potential violations DOE investigates include: fraud, false statements to the 
Commission, disruptive trading practices, misappropriation, use of a manipulative or 
deceptive device, price manipulation, false reporting, accounting violations, 
registration and fitness violations, failure to maintain or produce required records, 
failure to make required reports, a registrant’s failure to supervise, failure to comply 
with business conduct standards, and illegal off-exchange activity. 


DOE may obtain information relevant to its investigations through a number of 
avenues, including other CFTC divisions, industry self-regulatory organizations, 
other governmental authorities, whistleblowers, victims, cooperating witnesses, 
self-reports, customer complaints, and members of the general public, as well as 
through the use of tools, means, and methods DOE has developed internally. Upon 
consideration of DOE’s enforcement recommendations, the CFTC authorizes either 
administrative actions before the Commission or federal enforcement actions in 
courts throughout the United States. Through the prosecution of CFTC enforcement 
actions, DOE seeks to obtain appropriate relief to address misconduct. 


Administrative relief includes: orders to cease and desist from further violations, 
civil monetary penalties, trading restrictions, and restitution. Federal relief includes: 
statutory restraining orders (with or without notice to the other party) to freeze 


assets and preserve records during the pendency of the litigation, preliminary and 
permanent injunctions to halt ongoing violations, appointment of a receiver, civil 
monetary penalties, restitution, and disgorgement of unlawfully obtained gains. 
Violation of a Commission order or federal order may result in additional 
Commission enforcement action. 


When DOE obtains evidence that criminal violations of the CEA may have occurred, 
it may refer the matter to the Department of Justice for prosecution. Criminal 
activity involving commodity-related instruments can result in prosecution for 
criminal violations of the CEA and for violations of other federal criminal statutes, 
including commodities fraud, mail fraud, wire fraud, and conspiracy. 


DOE, through its Office of Cooperative Enforcement, also provides expert help and 
technical assistance with case development and trials to U.S. Attorneys' Offices, 
other federal and state civil and law enforcement agencies, and international 
authorities. The Commission and individual states may also join as co-plaintiffs in 
civil injunctive actions brought to enforce the CEA. DOE also engages in 
international cooperative efforts on a case-specific basis, and as a participant in the 
work of the International Organization of Securities Commissions through the work 
of the International Cooperative Enforcement Unit of DOE’s Office of Chief Counsel. 


DOE, through its Office of Chief Counsel, provides legal and policy guidance to staff 
concerning DOE matters, investigations and litigations. At times, DOE will provide 
public guidance through, among other things, its Enforcement Manual as well as 
advisories on self-reporting, cooperation, and remediation. 


DOE also houses the CFTC’s whistleblower program. Administered by the CFTC’s 
Whistleblower Office, the program provides monetary incentives as well as 
retaliation protections to individuals who come forward to report possible 
misconduct. 
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Holding Wrongdoers Accountable: 


Under the authority of the Commodity Exchange Act (CEA), the CFTC writes rules 
and supervises market activity and market participants—including exchanges, 
clearing organizations, large traders, and the companies and individuals who handle 
customer funds or offer trading advice. The agency holds wrongdoers accountable 
by investigating and prosecuting violations of the CEA and Commission regulations 
as well as providing other adjudicatory forums to address alleged misconduct. The 
CFTC also educates customers about their rights, protections, and how to spot, 
avoid, and report fraud. 


@ Civil Enforcement: 
The Division of Enforcement investigates and prosecutes alleged violations of 
the CEA and Commission regulations. The division takes civil enforcement 
actions against individuals and firms registered with the Commission, those 
who are engaged in trading derivatives products on designated domestic 
exchanges, and those who improperly market futures, options, swaps, and 
commodity contracts, including various digital currencies. 


@ Reparations Program 

The Office of Proceedings is primarily responsible for administering the 
Reparations Program, which provides an affordable and efficient adjudicatory 
forum for customers seeking damages for losses incurred as a result of 
alleged misconduct of registered trading professionals that violates the 
Commodity Exchange Act. Independent judges employed by the Commission 
hear reparations claims and issue decisions that may be reviewed by the 
Commission and ultimately by a federal appeals court. 


@ ENFORCEMENT ADVISORY - UPDATED ADVISORY ON SELF REPORTING AND 
FULL COOPERATION 

@ ENFORCEMENT ADVISORY - Cooperation Factors in Enforcement Division 
Sanction Recommendations for Individuals 

@ ENFORCEMENT ADVISORY - Cooperation Factors in Enforcement Division 
Sanction Recommendations for Companies 

@ ENFORCEMENT ADVISORY -Advisory on Self Reporting and Cooperation for 
CEA Violations Involving Foreign Corrupt Practices 

@ A Joint Report of the SEC and the CFTC on Harmonization of Regulation 
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What Is Regulated? 

The principal legal authorities for derivatives regulation are the Commodity 
Exchange Act3 (the CEAct) and the regulations of the Commodity Futures Trading 
Commission4 (the CFTC). There is no meaningful regulation of the derivatives 
markets at the state or local levels, and the CFTC, with certain exceptions, acts as 
the sole and exclusive regulator of that activity at the federal level. 


(In the case of (1) options directly on securities, (2) futures contracts on single 
securities or smaller stock indices, (3) options on foreign currencies if listed on a 
national securities exchange, and (4) the marketing of participations in collective 
investment vehicles using commodity futures or options, the federal securities laws 
can also apply but they are beyond the scope of this chapter.) 


For a transaction to be regulated under the CEAct by the CFTC, it must involve both 
a statutory commodity and either a futures contract or an option. The latter two 
terms—referring to the structure of the trading instrument itself—are not defined in 
the CEAct or in the CFTC’s regulations and, as a result, what is or is not a regulated 
trading instrument has been the subject of considerable litigation, with the courts 
acting as final arbiter. 
O 
@ Commodity Defined: 
The term commodity includes a long list of specific farm products (the 
markets began almost exclusively as agricultural venues), but section la(4) 
of the CEAct also sweeps in “all other goods and articles ... and all services, 
rights, and interests in which contracts for future delivery are presently or in 
the future dealt in.”5 As a result, almost anything can be a commodity, 
including mathematical calculations or measurements of phenomena, 
services and other intangibles or contingencies that would not fall within that 
term in any other real-life context. 


@ Futures Contracts: 

The CEAct and CFTC regulations do not cover all forms of commodity 
transactions. Generally speaking, they do not apply to transactions involving 
the immediate transfer of title to an asset (often called “cash” or “spot” 
transactions) nor to transactions where transfer is simply deferred to a later 
date (known as forward contracts). Deferred transfers or forward contracts 
are most common among buyers and sellers that deal regularly in that 
commodity, such as grain merchants or government bond dealers. 


However, the CEAct authorizes the CFTC to take enforcement action against 
any manipulation of the price of a commodity whatever the nature of the 
transaction by reason of sections 6(c)-(d) and 9(a) of the CEAct.6 Such 
misconduct may also constitute a criminal felony under federal law. 


While a futures contract has not been defined by the CEAct or the CFTC, it is 
generally understood to include any instrument by which (1) the price for a 
transaction is established immediately, (2) completion is set for a later date 
or time, and (3) some mechanism exists and is commonly used to substitute 
a cash payment in lieu of the physical conveyance of the commodity between 
the parties. To make it easy to convert, or “offset,” the delivery mode into a 
cash settlement, most futures contracts (although not all) have standardized 
specifications and typically are available through a central market of some 
sort. However, a trading instrument allowing conversion into a cash-settled 
form may be a future contract even when offered by a single merchant if 
there is a mechanism, such as a standing offer by the merchant to buy back 
the contract either at any time or on some timed basis. 


Unlike a genuine sale and transfer of an asset, a futures contract is simply an 
agreement to perform at a later date. Hence, neither party owns anything at 
the outset and, as a result, does not owe anything either. Gain or loss will 
occur solely on the basis of price movements in the futures market during the 
holding period. To illustrate, if the buyer (called a “long” in the trade) and the 
seller (a “short”) of the futures contract agree to a purchase price of US$ 10, 
neither will gain nor lose money if the market value remains at that level. 
However, the buyer/long will gain if the value of the commodity increases 
above US$ 10 (because the commodity’s true value has risen above what the 
buyer is obliged to pay) while the seller/short will gain if the value of the 
commodity falls below the agreed price (because the seller can acquire the 
commodity for less than the buyer has agreed to pay). 


The economic behavior of a futures contract tends to be of the equal-and- 
opposite type. That is, one party’s gain tends to be equal or comparable to 
the other party’s loss. Because both parties take on similar market risk (albeit 
in opposite directions), there is seldom any fee or consideration paid between 
them upon entering the arrangement.7 Moreover, because possession of a 
futures contract does not convey any ownership interest in the commodity 
(that to occur later absent cash settlement), there is no immediate payment 
between the parties based upon the commodity’s starting value. As in the 
illustration above, if the commodity was worth US$ 10 at initiation of the 
futures transaction, neither party is entitled immediately to receive or obliged 
immediately to pay that US$ 10 and, therefore, no part of the purchase price 
is exchanged at inception. 


However, both parties are at market risk and are responsible for changes in 
the value of the commodity during the life of the futures contract. To address 
this risk, most futures markets require the deposit by both parties of a 
specific sum of money to act as collateral for any daily losses they suffer. 
Called margin, these deposits are compared each day with those gains and 
losses; where one party’s holdings have gained in value, the deposit may be 
reduced proportionately and where a party’s holdings have sustained losses, 
the deposit may be increased proportionately. In every case, the objective is 
to assure that the accounts always have more money on deposit than is owed 
at that time.8 


Options: 
There are two other principal forms of derivatives that, as a rule, are not offered 
by a CFTC-regulated exchange: swaps and hybrid instruments. 


Swaps have essentially the same economic attributes as futures contracts, 
generating gain for one party and loss for the other party in generally 
corresponding amounts depending on price movements. Like futures, they are 
typically settled through cash payments between the parties. Swaps originated in 


the banking community where lenders with large portfolios of fixed-rate loans but 
wishing to have more adjustable-rate loan exposure on their books would 
hypothetically “swap” some of their fixed-rate loans with another financial 
institution in exchange for some of the latter’s variable-rate loans. The loans 
themselves were not transferred, but each operated as if that had occurred and, 
at intervals, would calculate whether its adapted portfolio had made or lost 
money as compared with the other lender’s experience, and the net difference 
would be paid by the loser. 


Swaps have now Spread into nearly all industries; crude oil swaps, for example, 
proliferate during periods of energy price volatility. To illustrate, in a crude-oil 
swap one party would agree to pay at stated intervals a fixed amount per barrel 
(e.g., US$ 50) while the counterparty agrees to pay the actual market value of a 
barrel of oil on the reconciliation date. The first party receives a net amount if the 
price has risen above the fixed level, while the counterparty gets a net payment 
if the fixed price exceeds current market levels. 


Swaps tend to arise from private transactions rather than exchange trading. 
While at one time the CFTC considered whether to regulate them as futures 
contracts, the law now allows a wide spectrum of entities to employ swaps 
without fear of CFTC repercussions. 


Hybrid instruments are equity or debt securities whose value is affected by some 
external factor. To illustrate, there exist a wide array of exchange-traded funds 
where the pay-out to investors may be affected by changes in the value of a 
portfolio of securities, the price of a commodity, or the severity of a natural 
disaster. Because these instruments may be said to contain an imbedded futures 
contract or option, the CFTC took an interest in them in its early years (at the 
time, over-the-counter futures trading was illegal) and agreed not to challenge 
them only if the impact of indexation did not predominate over other influences 
on the price. More recent congressional action, however, has allowed hybrid 
securities without CFTC regulation even if they are 100 percent commodity- 
impacted. And unlike the swaps exclusion from CFTC jurisdiction, which pertains 
only within a select group of participants, hybrid instruments may be offered to 
the general public. 


Serious Offenses and their Consequences 


Every violation of the CEAct or of CFTC regulations can be prosecuted as a felony 
with fines of US$ 1 million or more and up to five years of imprisonment. These 
penalties are raised from time to time and need to be reviewed periodically. 


Most offenses do not rise to the level warranting criminal proceedings but the civil 
consequences can be severe as well. The CFTC, using an administrative proceeding 
or by application to a federal court, may exact a ban on use of the markets by a 
violator and assess a civil penalty of US$ 130,000 per violation (raised from time to 
time) or in the alternative an amount equal to treble the violator’s gain. Conduct 
may be enjoined, and restitution to injured victims may be ordered. 


Although not disciplinary in nature, the CFTC’s reparations tribunal offers victims of 
CEAct violations an opportunity to recover actual damages from liable registrants. 


Finally, the NFA and each of the regulated exchanges have codes of conduct 
applicable to their members and members’ employees which, if violated, can result 
in expulsion (including forfeiture of a valuable membership), Suspension for a period 
of time, large fines, and corrective steps. 


The three principal missions of the CFTC are: 


@ Prevention and detection of fraud against market users; 
@ Prevention and detection of market manipulations; and 
@ Maintenance of competitive and transparent markets 


Intermediaries continue to play a vital role in the interface between market users 
and the markets themselves, and the CFTC seeks to assure their honest treatment 
of users through disclosure of risks, accurate performance data, and safeguarding 
of users’ funds. And, because the futures and commodity option markets are often 
relied on for the pricing and hedging of commercial transactions, the CFTC 
endeavors to assure that their prices are determined by the economic forces of 
supply and demand and not by the aberrant efforts of one or a few large traders. To 
perform these services, the markets must have high visibility, or transparency, and 
the CFTC seeks to assure that prices are readily available to the trading and 
hedging communities. 
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The Commodity Futures Trading Commission (CFTC) plays a role in investigating 
hacks and cyberattacks that impact commodities markets, commodity futures, and 
options trading platforms. When a hack occurs, especially if it involves 
manipulation, fraud, or disruption of trading systems, the CFTC may initiate an 
investigation to identify the perpetrators and assess the impact on market integrity. 


The investigation process typically involves several steps: 
Detection: The CFTC may become aware of a hack through various channels, such 


as reports from affected parties, market surveillance systems, or cybersecurity 
alerts. 


Preservation of Evidence: Preserving digital evidence is crucial for any cybercrime 
investigation. The CFTC, in coordination with law enforcement agencies, ensures 


that relevant data and records are preserved to aid in the investigation and 
potential legal proceedings. 


Forensic Analysis: Cybersecurity experts and forensic analysts work to understand 
the methods used in the hack, identify vulnerabilities, and assess the extent of the 
breach. This analysis helps investigators determine the scope of the attack and the 
potential impact on market participants. 


Interviews and Subpoenas: The CFTC can conduct interviews with individuals 
involved and issue subpoenas to compel the production of relevant documents and 
records. 


Legal Action: If evidence of wrongdoing is found, the CFTC can take legal action 
against the perpetrators. This could include imposing fines, penalties, and 
sanctions, as well as pursuing criminal charges in collaboration with law 
enforcement agencies. 


Market Safeguards: Throughout the investigation and after its conclusion, the CFTC 
works to implement and strengthen market safeguards to prevent similar incidents 
in the future. This can include regulatory changes, improved cybersecurity 
standards, and enhanced market surveillance measures. 
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